be3onacHplii uHTepHeT. UH(pOpMAIHOHHAS MAMATKA JJI51 00yYAKO M XCS

C KaXIIbIM T0JIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIIKOJIBHUKU OJTHU U3
CaMbIX AKTUBHBIX ITOJb30BaTenel PyHera. Mexnay TeMm, MOMHUMO OIPOMHOIO KOJIUYECTBA
BO3MOJKHOCTEH, HHTEPHET HECEeT W MpoOJeMbl. DTa MaMATKa JI0OJDKHA TTOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

Komnviomepnvie eupycoi

KoMmmnbrorepHslii BUpYC — 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IIPOrpamMM, OTJIIMYUTEIIbHON
0COOEHHOCTBIO KOTOPOH SBIsETCS CIHOCOOHOCTh K PasMHOXKEHHUIO. B jomonHeHue kK 3ToMy,
BUPYCBHI MOT'YT ITOBPEAUTD WM TIOJTHOCTBIO YHUUTOXXUTH BCE (DAIIbI U TaHHBIE, TOJIKOHTPOJIbHBIC
I0JIb30BATENI0, OT UMEHH KOTOPOTro ObliIa 3aIylieHa 3apaxEHHas IporpamMma, a TakKe HOBPEIUTh
WIH JJa)K€ YHUUYTOXKUTh ONEPALMOHHYIO CUCTEMY CO BceMH (ailiamu B 1iesioM. B GomnbiinHcTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpaMM:

1. Hcnonb3yli coBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOLIUE CEPbE3HBIN YPOBEHb
3aLUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrosiHHO ycTaHaBimMBaii mauTé (IUGPOBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C 1I€JIbI0 JOPAOTKH IMPOrpamMMbl) U JApyrue OOHOBJIEHMS CBOEH
OTIepaIMOHHOM cucTeMbl. CKauMBai UX TOJIBKO ¢ OPUITMAILHOTO caiiTa pa3padoTunka
OC. Ecnu cymiecTByeT peKUM aBTOMAaTHYE€CKOTO OOHOBIIEHUS, BKIIIOYH €T0;

3. Paboraii Ha cBoeM KOMITBIOTEpE TOJ] IPaBaMU IOJIL30BATENS, a HE aIMHUHHUCTPATOPA.
3T0 HE O3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOIPaMM HHCTALIUPOBAThCS Ha TBOEM
[IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTMBMPYCHBIE NPOTrPaMMHbIE MPOAYKTHI U3BECTHBIX MPOU3BOIUTENECH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb puU3MUECKUIl JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHHUX JIHIL;

6. Hcnonp3yii BHENIHME HOCUTENN HH(DOpMAINK, Takue Kak (hiemrka, TMcK win (air u3
MHTEpHETA, TOJIBKO U3 MPo(epeHHbIX UICTOUHUKOB,;

7. He oTkppiBail KOMIbIOTEpHbIE (ailyibl, MOJyYEHHbIE U3 HEHAIEXKHBIX HMCTOYHHKOB.
Haxe T1e ailnbl, KOTOpple HpUCIad TBOM 3HaKOMbIM. Jlydmie yTrouHu y Hero,
OTIIPaBJISsUI JIU OH Te0e HX.

o

Cemu WI-FI

Wi-Fi - 370 He Bu/ Mepenadn JaHHBIX, HE TEXHOJOTHsI, a BCETO JIMIIL OpeH 1, Mapka. Ere
B 1991 rony Hunepnanjackas kommnaHus 3zapeructpuponana opena «WECA», uro o6o3Hauano
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTH.

Jlo Hamilero BpeMeHM Jolia jApyras adOpeBuaTypa, KOTOpas SBISETCA TaKOM XKe
TexHosoruei. 9to abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO ¢ HAMEKOM Ha CTaHJApT
BbICIINi 3ByKOBOM TexHuKH Hi-Fi, uTo B mepeBosie 03HaUaeT «BBICOKAsI TOUHOCTHY.

Jla, GecriaTHBIA MHTEPHET-IOCTYI B Kade, OTesIX W a’poropTax sBIseTCS OTIWYHON
BO3MOXKHOCTBIO BBIXO/Ia B UHTEpPHET. HO MHOTHE 3KCIIepThI CYUTAIOT, YTO obOenoctymnubie Wi-Fi
CETH HE SBIISIOTCSA O€30MacCHBIMHU.

CoBeTbl 10 Oe30macHOCTH paboTe B 001IeA0CTymHbIX ceTsix Wi-fi:
1. He mepenaBaii cBoio nuuHylo uHpopmauuio yepe3 odmenoctynueie Wi-Fi ceru.
PaGoras B HUX, jKeJIaTeIbHO HE BBOIUTH MAPOJIX JOCTYIA, JIOTHHBI U KAKUE-TO HOMEpa;
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2. Hcnonb3yil 1 OOHOBIISIH aHTUBUPYCHBIE TTPOrpamMMbl B OpaHaMayep. Tem caMbIM Thl
obe3omacuib cedst OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpm wucnomb3oBanuun Wi-Fi otkmtoun ¢ynkmuio «OO0mumii moctyn kK daiam u
npuntepam». JlanHas (QyHKIOUS 3aKppiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
I0JIb30BATEIN AKTUBUPYIOT €€ JIIsl yA00CTBa UCIIOIB30BaHUS B paboTe win yueoe;

4. He ucnons3yit myonuunsiii WI-FI s nmepepayn NTUYHBIX JaHHBIX, HampuMep s
BBIXOJIa B COI[MAJIbHBIE CETU WJIH B 3JIEKTPOHHYIO MIOUTY;

5. Hnonw3yit Tonbko 3amuuieHHoe coenuHenue uepe3 HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOwibHOM Tenedone orkiaoun  ¢QyHkimmio  «[logxmouyenne k  Wi-Fi
aBTOMaTtuyecku». He momyckail aBToMaTH4eCKOro MOAKIIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/;I/ICZJZbele cemu

ConuasibHbIe CETH aKTUBHO BXOJAT B HAllly )KU3Hb, MHOTHE JIOJIU Pa0OTAIOT U )KUBYT TaM
nocTossHHO, a B Facebook yxe 3aperucTpupoBaH MUIUIMAp] YEJIOBEK, YTO SIBISIETCS OJHOM
CeIbMOI BCeX JKMTeNeH TuraHeTsl. MHOTHE MOJb30BaTeNd HE NMOHUMAIOT, YTO WH(OpMAaLus,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HalJIeHa U MCIIOJIb30BaHa KEM YTOJHO, B
TOM YHCJIE€ HE 0053aTEIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 0€3011aCHOCTH B COLIMATIBHBIX CETSX:

1. Orpanuup cnucok apy3eil. Y TeOs B Ipy3bsiX HE JOKHO OBITh CIy4yalHBIX H
HE3HAKOMBIX JIFOJICH;

2. 3Bammimiai cBOI YacTHYIO >Ku3Hb. He ykaspiBail mapoiu, tenedoHbl, aapeca, naTy
TBOErO POXACHUS M APYTyK JUYHYIO HH(OpManuio. 3J0YMBIIUIEHHUKHA MOTYT
WCIOJIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH IJIaHUpPYETe
IIPOBECTU KaHUKYJIbI;

3. 3amminail CBOIO pemyTalHtIo - JepXkKH €€ B YMCTOTE U 3ajaBail cebe Bompoc: XoTes Obl
TBI, YTOOBI JAPYTrHe MOJIH30BATEIN BUJIETH, YTO ThI 3arpyxaemb? [logymai, npexmie
9YeM YTO-TO OMYyOJIMKOBATh, HAMTUCATh U 3arPY3UTh;

4. Ecnu Tbl TOBOPHUILB C JIFOJIbMU, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE PEAIbHOE UMS
U IPYTYIO JINYHYIO HH()OPMAIIUHN: UM, MECTO KHUTEIbCTBA, MECTO yueObl U Ipoyee;

5. M30Gerait pazmenienus: ¢pororpaduii B IHTepHeTe, rae Thl H300pa’keH Ha MECTHOCTH,
10 KOTOPOH MOYXHO ONPEAEINUTh TBOE MECTOIIOIOKEHHUE;

6. Ilpu perucTpamyu B COIMAIBHON CETH HEOOXOAUMO HCIIOIB30BATh CIOXKHBIE TTAPOJIH,
cocTosIMe U3 OyKB U IU(P U ¢ KOJTUUECTBOM 3HAKOB HE MEHEe §;

7. Jlns conuanbHOM CeTH, MOYTHl U APYTUX CATOB HEOOXOAMMO MCIOJIb30BaTh pa3HbIE
naposii. Toraa ecnu Te0s1 B3IIOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJIy4aT JOCTYIT TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Ccpasy.

DnekmponHvle OeHbU

ONEeKTPOHHBIE J€HBIM — 3TO OY€Hb yNOOHBIN CHOCOO IIaTexel, 0OJHAKO CYHIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

DNEeKTPOHHBIE JIEHbIU MOSBUIUCH COBCEM HENAaBHO M MMEHHO M3-3a 3TOr0 BO MHOI'HMX
rocyJapcTBax JI0 CHX IOpP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun jxe oHn QyHKIMOHUPYIOT M O HUX YK€ IMPONUCAHO B 3aKOHE, TJI€ UX pa3elsioT
Ha HECKOJIbKO BH/I0B — aHOHUMHBIE Y HE aHOHUMHBIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
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KOTOPBIX paspeliaercss MPOBOAUTH omepanuu 0e3 uAeHTU(HUKALUU [0Jb30BaTesi, a B
HEAaHOHUMHBIX UACHTU(DUKAIINH [TOJIB30BATENIS SBISICTCS 00S3aTEIILHOM.

Taxoke cneayer pa3nuyarh IJIEKTPOHHBbIE (DUATHBIE JEHBIM (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIEC HEQHUATHBIE IEHBI'H (HE paBHBI TOCYJApPCTBEHHBIM BAJIIOTaM).

OcHOBHbIE COBETHI 110 O€30I1aCHOM paboTe ¢ 3JIEKTPOHHBIMU JIEHbIaMHU:

1. TlpuBsku K c4eTy MOOMJIBHBINA TenedoH. DTO caMblil YAOOHBIH U OBICTPBINA CIIOCOO
BOCCTAHOBUTBH JOCTYN K cueTy. IIpuBs3aHHBIA TenedoH MOMOXET, eciau 3alyelb
CBOU IUIATEKHBIN MapoJib WK 3aiJEIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnonw3yit ogHopasossle napouu. [lociae nepexoia Ha yCHUIIEHHYIO aBTOPU3ALIUIO Tebe
y’Ke He Oy/IeT yrpokaTh ONACHOCTh Kpa)ki WJIM TIepexBaTa IJIaTeKHOTO IMapoJs;

3. Beibepu cnoxublii maposib. IIpecTynmHukam OyAeT He NPOCTO yrajarh CIOXHBIM
napoib. HaznexHsle mapoiam — 3To Mapoiiu, KOTOPbIE COIEPKAT HE MEHEee 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHbIE U MPONKUCHBIE OYKBBI, HIM(PBI U HECKOIBKO CUMBOJIOB,
TaKWe KakK 3HaK Jiojuiapa, GyHTa, BOCKIMIATEIbHbINH 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIUM CBOM JIMUHbIE JJAHHbIE HA caliTaX, KOTOPHIM HE JOBEPSIEIb.

9ﬂ€Kmp0HHaﬂ noima

DNeKTpOHHAs T0YTa — 3TO TEXHOJOTHUS U MPEIOCTaBISIEMbIE €0 YCIIYTH IO MEePECHIIKE U
MOJIyUYEHUIO AJIEKTPOHHBIX COOOIIEHMH, KOTOpBIE pACIpEAEsIOTCS B KOMIIBIOTEPHOW CETH.
OOBIYHO  DJIEKTPOHHBIN MOYTOBBIA  SIIIMK  BBITJISIAUT CJIEYIOIIUM oOpa3zom:
UMS_TIOJIb30BATEII(@UMSL_JOoMeHa. Takke KpoMme TMepeadyd MpoCTOrO TEKCTa, HMEeTCs
BO3MOXKHOCTh TepeaaBaTh (ailibl.

OcHOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3IEKTPOHHOM MOUYTOM:

1. Hapno BeIOpaTh mpaBUIIBHBIN NOYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBII BHIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO Jy4Ile JOBEPSTh TEM, KOIO 3HAaellb U KTO
IIEPBBII B PEUTHHTE;

2. He ykaspiBail B TUYHOM moure JU4YHYIO HH(popMmanuioo. Hampumep, mydme BbIOpaTh
«MY3BIKATBHBIA _(haHaT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYX3TalHYIO aBTOPU3ALHIO. DTO KOT/Ia TOMUMO MapoJisi HY’KHO BBOJHTH
KOJI, IpHUChIIaeMbIil o SMS;

4. BoiObepu cioxHBIM maposb. [ KakAOro MOYTOBOIO SINMKA JOJDKEH OBITh CBOM
HAJIeKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOXKHOCTh HamKMcaTh CaMOMY CBOHM JIMYHBIM BOMPOC, MCIOJB3YH 3TY
BO3MOKHOCTB;

6. Hcnonp3ylh HECKOJBKO MOYTOBBIX SIIUKOB. IIepBbIi 111 YacTHON MEpernucKu c
ajgpecaramMM, KOTOpPbIM Tbl JOBEpsElIb. OJTO JJIEKTPOHHBIA aapec He Haao
WCIOJIb30BATh MPU PETUCTPALIUH HA GOpyMax U calTax;

7. He oTkpsiBail ¢aitiibl U Ipyrue BIOKEHHs B MHUCbMaXx Ja)ke €CIIM OHU MPUIILTU OT TBOUX
npys3eit. Jlydiie yTouHu y HUX, OTHPABIISUTN JIU OHU TeOe 3TH (ailbl,

8. Tlocne okoH4aHUs pabOTHI HA TOYTOBOM CEPBHUCE MEPe] 3aKPHITHEM BKIIAJIKH C CAUTOM
He 3a0yap HaxKaTh Ha «BBIATHY.

Kubepoynnune unu supmyanvroe u30eeamenbcmeo
KubepOymmuHr — mpeciieZloBaHUe COOOUICHHUSMHU, COJIEPXKAIUMH  OCKOPOJICHUS,

arpeCCuro, 3almyruBaHuC; XYJIUTaHCTBO, COIIMAJIBHOC 6OI>'IKOTI/Ip0BaHI/Ie C MOMOMIBIO PA3JIUMYHBIX
HHTCPHCT-CCPBUCOB.
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OcHOBHBIE COBETHI 11O OOPHOE C KHOEPOYIITUHTOM:

1.

N

o

He Opocaiicst B 60ii. Jlyummii cmoco0: moCOBETOBATHCS Kak ce0sl BECTH M, €CIH HET
TOTO, K KOMY MOKHO OOpaTHUThCS, TO BHayalle yCIOKOUThCA. Eciu Thl HauHelIb
OTBEUYaTh OCKOPOJCHHSIMH Ha OCKOPOJICHUS, TO TOJIBKO €IIe OOJBIINe Pa30iKKeIlb
KOH(JIUKT;

VYnpasisii cBoeii kubeppernyTanuei;

AHOHUMHOCTH B ceTu MHUMas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;

He crout Bectu xynuranckuii 00pa3 BUpTyalbHOM xu3HU. IHTepHET dukcupyer Bce
TBOM JICHCTBUS U COXPAHSCT UX. Y IaTUTh UX Oy/eT KpaiiHe 3aTpyAHUTEIHHO;
Cobnronait CBO# BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit eanHn4HbIN HeraTuB. OHOPa30BbIe OCKOPOUTEIbHBIE COOOLICHHUS JIyUllIe
urHopupoBaTh. OObIUHO arpeccus MpeKpallaeTcs Ha Ha4yallbHOM CTauu;

ban arpeccopa. B nmporpammax oOMeHa MrHOBEHHBIMU COOOIIEHUSIMU, B COLIMATIbHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKMPOBKH OTIPABKU COOOIIEHUI C OMpeesieHHbIX
a/1pecoB;

Ecnu Tel cBugerens kubepOymuinHra. TBOM JEHCTBUS: BBICTYNHTH IPOTUB
IpecieaoBareisi, IMOKa3aTh €My, YTO €ro JeHCTBUS OLEHUBAIOTCA HETraTUBHO,
MOAJEPKAaTh KEPTBY, KOTOPOM HYXKHA IICHXOJIOTUYECKAsh IOMOIb, COOOIIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO IMOBEJCHUS B CETH.

Mobunvubiit menegon

CoBpemenHbIe cMapT(OHBI U TUTAHIIETHI COAEPKAT B ce0€ BIIOJIHE B3POCIBIN (yHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYpPHUPOBAaTh CO CTAallMOHAPHBIMU KoMmIbloTepamu. OnHaKo, CpencTB
3aIUTHI IS IOAOOHBIX YCTPOUCTB MOKA OUYeHb MaJIo. TecTUpOBaHHUE U TIOUCK YSI3BUMOCTEH B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak /i 1K, To e camoe kacaeTcss 1 MOOMIIBHBIX MTPUIIOKEHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YKe MPaKTUYeCKH JIOTHAJIN HACTOJIbHBIE aHAJIOTH,
OJIHAKO paciMpeHue (yHKIHOHAJIA BIJIEYET 3a CO0O0M OOJBIIYyI0 CIO0XHOCTH U MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJIUTENM BBHIMYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIINE KPUTUUYECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI IS 0€30MMaCHOCTA MOOMIIBHOTO TeledoHa:

1.

ok w

~

Huuero He sBnseTcs no-HacrosueMy oecriaaTHbIM. bys octoposkeH, Besb koraa Tede
npeaaralT OecryiaTHbIH KOHTEHT, B HEM MOTYT OBbIThb CKpBITHI KaKHe-TO IJIaTHbHIE
yCIIyTH;

Hymaii, npexe ueM otnpaBuTb SMS, ¢oto unu Buzaeo. Thl TOYHO 3Haellb, I'7I€ OHU
OyayT B KOHEUHOM UTOrEe?

Heo6x0a1Mo 00HOBIIATE ONEPAIIIOHHYIO CUCTEMY TBOETO CMAapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE TPOTPaMMBI 11 MOOMJTBHBIX TeJIe(hOHOB;

He 3arpyxail npunoxeHusi OT HEM3BECTHOTO UCTOYHHKA, BEb OHU MOTYT COJIEPKATh
BPEJOHOCHOE NTPOrPaAMMHOE 00ECIIEUEHUE;

[Tocne Toro kaxk Thl BBIHJEIIb C caiiTa, I/1e€ BBOJAWI JMYHYIO MH(OPMAINIO, 3aii1u B
HacTpoiku Opaysepa u ynanu cookies;

[leproanuecku npoBepsi Kakue MIaTHbIE YCIYTHd aKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBOlf HOMEp MOOMJIBHOTO Tese()OHA TONBKO JIIOISIM, KOTOPBIX Thl 3HACUIb U
KOMY JIOBEpSEIIb;

Bluetooth momken OBITH BBIKIIOYEH, KOTJa Thl UM HE Moib3yeuibcs. He 3a0biBaii
WHOTJa IPOBEPATH ITO.
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Online ueput

CoBpeMEHHbBIE OHJIAMH-UIPBl — 3TO KPACOYHBIE, 3aXBaThIBAIOIIME pa3BICUYCHUS,
00BEIMHSAIOIINE COTHU THICSY YeNIOBEK IO BceMy MHpy. MIrpoku uccienyroT JaHHBI UM MHp,
00IIaI0TCs IPYT C APYTOM, BBIIOJIHSAIOT 3a1aHUs, CPAXKAIOTCS C MOHCTPAaMU U IIOIY4aroT OIBIT. 3a
yJIOBOJIbCTBHUE OHM ILIATAT: MOKYNAKOT JUCK, OIUIAYMBAIOT A0OHEMEHT WM NPUOOPETaIOT KaKKe-
TO OIILUU.

Bce atm cpexcrtBa MOyT Ha IOJACPKAHUE W Pa3sBUTHUE UIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPLIEHCTBYIOTCSI CHCTEMBbl aBTOPU3ALlMM, BBITYCKAIOTCA HOBBIE IAT4U
(unpoBbIe 3aIIATKU AJISE IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTouT OIacaTtbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu
TBOCTO I1apO0JIsd, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3allHN OOJILIIMHCTBA urp.

OcCHOBHbBIE COBETHI 10 O€30MaCHOCTH TBOET'O UTPOBOT'O AKKAYHTA:

1. Ecnu apyroii urpok Bener ce0s MI0X0 WM CO3AaeT Tebe HeNPUATHOCTH, 3a0I0KupyH
€ro B CIIMCKE UTPOKOB;

[Toxanyiicds aIMHHMCTpAaTOpaM MIPbl Ha ILIOXOE€ IIOBEJEHUE JOTOr0 HUIPOKa,
JKEJIaTeNIbHO IIPUIIOKUTDH KAaKHE-TO JOKA3aTeIbCTBA B BUJIE CKPUHOB;

He yka3biBaii muunyto nHpopMaIuio B mpodaiiie urpsl;

YBaxail Ipyrux y4acTHUKOB II0 UIPE;

He ycranaBnuBaii Heo(huIuaabHbIe TATYH U MOJIBI;

Hcnonb3yi CII0KHBIE U pa3HbIE N1apOJIy;

Jlaxxe BO BpeMsl UIPbl HE CTOUT OTKJIIOYATh aHTUBHpYC. [Ioka Tl urpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3UTh.

N

Nookw

Duune unu Kpaosica Tu4HblX OaHHbBIX

OObI4HOM Kpaxceﬁ ACHECT U OJOKYMCHTOB CCETOJAHS YK€ HHUKOI'O HE y'):[I/IBI/IfH_IB, HO C
Pa3sBUTUEM I/IHTepHCT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TNICPEMCCTUIINCE B HHTCPHET, U
MpoaOJIKAKOT 3aHUMATBHCA «THOOMMBIM)» ACIIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (UILUHT, IJIaBHAs LEJb
KOTOPOTO COCTOMT B TIOJIyYE€HUH KOH(UICHIIMAIBHBIX JAaHHBIX IOJIb30BATENel — JIOTHHOB U
naposieil. Ha anrnuiickom si3bike phishing unraercs kak ¢ummunr (ot fishing — priGHas noBins,
password — mapoJis).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnemm 3a cBouMm akkayHTOM. Ecimu Thl mojmo3peBaellb, YTO TBOS aHKeTa ObLia
B3JIOMaHa, TO HE00XO0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTpATOpaM pecypca
00 3TOM KaK MO>KHO CKOpEEe;

2. Hcnonw3yii 6e30macHbIe BeO-CaliThl, B TOM YHCIIE, HHTEPHET-Mara3nHOB W TIOMCKOBBIX
CHUCTEM,;

3. Hcnonp3yii ciokHBIE M pa3HbIE Mapoid. TakuM o0pa3om, eciu TeOsi B3JIIOMAOT, TO
37IOYMBIIIJICHHUKH TIOJIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPOQUIIIO B CETH, a HE
KO BCEM;

4. Ecnu Te0s B310MaI, TO HEOOXOIUMO MPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no0aBlIeHBl Y T€0SI B IPY3bSX, O TOM, 4YTO T€OS B3JIOMAaJId W, BO3MOXKHO, OT TBOETO
MMEHH OYZIeT pacchlIaThCs CIIaM M CChUIKM Ha (PUIIMHTOBBIEC CAMTHI;

5. Ycranosu HagexHbIN maposb (PIN) Ha MoOuIBHEI TeNedoH;
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6. OTkIIOYM COXpaHEHHE MMapoJis B Opaysepe;
7. He oTkpsiBaii paiiiasl U qpyrue BIOKEHUS B MMChMAaX JJa)Ke €CJIM OHH MPHIIUIHA OT TBOUX
npys3eil. Jlydiie yTouHd y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (paiibl.

Lugposas penymayus

udposas penyranus - 3T0O HETaTUBHAS WM MO3UTHBHAS MHGOpMalUg B CETH O Tebe.
Komnpomerupyromas: uHpopMausi pa3MelieHHass B UHTEPHETE MOXKET CEpbEe3HBIM 00pa3zom
OTPa3UThCS HA TBOEH peanbHOM u3HH. «l{udpoBas pemyranus» - 3T0 TBOW UMUK, KOTOPBIA
dopmupyercst u3 nuadopMalu o Tede B UHTEPHETE.

TBoe MecTo KHUTeNbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTKU JErKOMBICIEHHO OTHOCATCA K IMyOJNMKAlUKU JTUYHON HHpOpMAIK B
WNuTtepuere, HEe MOHUMAsi BO3MOXKHBIX TTOCIIECTBUN. T Jaxke He CMOKEITh 10Ta1aThCsl O TOM, YTO
dororpacdus, pasmelieHHas 5 JeT Ha3a/l, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u aApyrue 1eicTBUS MOTYT HE UCUE3HYTh
JaKe MOCJIe TOTO, KaK ThI UX yJAIHIIb. Thl HE 3HACHIb, KTO COXPAHMII ATy WH(OPMAIIHIO, MoTIalia
JU OHA B TMOWCKOBBIE CHCTEMBbl U COXPAaHUJIACh JU OHA, a TJaBHOE: YTO MOAYyMalT O Tede
OKpYKAroIIee JIF0IM, KOTOPhIC HAWAYyT U YBUAAT 3T0. HaliTn mH(MOpMALINIO MHOTO JIET CITYCTS
CMOKET JII000# — KakK U3 JOOPBIX TOOYKIEHHI, TaK U C HAMEPEHUEM MIPUYUHUTE Bpell. ITO MOKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIUTE MU(POBON PEITYTAIINH:

1. Tlomymaii, mpexae 4eM 4YTO-TO MyOJWMKOBaTH M MepeaaBaTh y ceOs B OJiore WiH B
COITMAJILHOM CETH,

2. B Hactpoiikax npoduis yCTaHOBU OTpaHUYEHHUsI Ha TPOCMOTP TBOETO MPODUIIS U ero
COAEPKUMOTO, CAETIAl €ro TOJBKO IS IPYy3ei»;

3. He pasmemaii u He yka3biBail nH(OpMaIIHIO, KOTOPast MOKET KOTro-TMO0 OCKOPOIATh
WA OOMXKAaTh.

Aemopckoe npago

CoBpeMeHHbIE MKOJIbHUKH— aKTUBHBIE MOJB30BaTENN IIU(POBOTO MpocTpancTa. OIHaAKO
JAJIEKO HE BCE 3HAIOT, YTO TMOJh30BAaHUE MHOTUMH BO3MOXKHOCTSIMH ITU(PPOBOTO MHUpa TpedyeT
cOOJTI0IeHHSI TIPAaB HA MHTEJUICKTYAIbHYIO COOCTBEHHOCTb.

TepMuH «uHTEIEKTyadbHas COOCTBEHHOCTH» OTHOCUTCS K Pa3JIMYHBIM TBOPEHUSIM
4eJI0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300peTeHUil U 3HaKOB, 0003HAYAIOLINX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIYyTH , W 3aKaH4uMBas KHUramu, ¢GoTorpadusimMu, KUHOPHIBMaMU H
MY3bIKAJIbHBIMU [TPOU3BEICHUAMM.

ABTOpCKHE ITpaBa — 3TO MPaBa Ha MHTEJUICKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHUS
HayKH, JTUTEPATYPBI U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAYECTBE TAPAHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJeT HamlpacHbIM, AACT €My CIIPaBeIMBbIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3ysibTaTaX CBOETO TPY/a, MOIYYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 pa3perieHust aBTopa He MOXKET BOCIIPOM3BOIUTH €r0 MPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATH, MPOAABaTh, HUMIOPTUPOBATH, IYCKAaTh B IMpPOKaT, MyOIMYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATH B AHpe WK pazmeniaTs B IHTepHeTe.
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Vcnonp30BaHue «IMpaTCKOro» MpOorpaMMHOI0 00ecrieueH s MOXKET IPUBECTH K MHOTMM
pUCKaM: OT IMOTEpU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKM TBOErO YCTpPOICTBa, IIe
YCTAQHOBJICHHBII He JierajgbHas mnporpamma. He crour Ttakke 3a0blBaTh, UYTO CYILECTBYET
JerayibHbIe ¥ OeCIIaTHBIE IPOrPaMMbl, KOTOPBIE MOXXHO HAWTH B CETH.

O nopmane

CereBnuok.p) — TBOH TJaBHBIA COBETYMK B CETHU. 31€Ch Thl MOXEIIb Y3HaThb O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU KPUTUYECKOM
CUTyallud OOpaTUTHCS 32 COBETOM. A TaK)Ke NPUHATH Y4acTHEe B KOHKypCax M CTaTh CaMbIM
U (GPOBBIM TpakIaHUHOM !
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